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Who shared the information and:where was it published?

What is the complete background and story behind the claim?

What reliable proof supports it?

Do other credible and independent sources verify the .
same information? [
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Verify the facts before getting carried away by hype or (L-![]—
strong emotions. / N
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In today’s digital world, information can spread very quickly. Social
media often promotes content that gets'many views, likes, and shares,
but popular information is not always true or accurate.

This toolkit i ' i ify misleading
information, distorted data, and Al-manipulated content, such as
EEETEIIEER You will learn how to check different sources, verify
information step by step, and decide what you can trust online.

By practising these methods, you will develop critical-thinking skills
and become more confident when using online information.

“07 (= Ministerstwo

o .-‘r":-:q- -f'l.li.-

POLSKO-UKRAINSKA RADA 4843\ Edukacji Narodowe)

WYMIANY MLODZIEZY




THIS IS YOUR .
ROAD TO GO %

Useful
¢ © Manipulation Vocabulary
I Cases 4 3
L Ve

Data
Manipulation

A 4

N

Y -
~ Deepfake _
L
How to recognize
deepfakes
\\ - Vertical vs
% / l‘\ Lateral Reading 'l
_ﬂ‘
q - °
[ \
» & Sstepstoanalyze
] \ Red flags information
- S
§
Sources to
fact-check
W
~ o
™ = w Educational
sources ’
|
! 4
Y 4
! 4
»
Conclusion
A}

S



IS IT TRUE?




IS IT TRUE?




IS IT TRUE?




IS IT TRUE?




IS IT TRUE?




IS IT TRUE?




IS IT TRUE?




v\ A\ \\\\\\
A\\\\

A\ \\\\
L\ A\\\\
Wt ‘\\\\\\\\\
Wit wwwa J\\\










Manipulation
Cases

“There's no doubt about
it. In five years, teachers
won t be needed”




“There s no doubt about
it. Infive years, teachers
won t be needed”

Saying “There’s ho doubt about it” makes the speaker sound
completely sure. It makes a personal opinion sound like a fact
and makes it harder, for people to question or discuss the
claim.

Using the phrase “infive years” makes the claim sound exact
and realistic, like a’prediction from an expert. Five years feels
close enough to make people worried, but it is also far enough
away that the speaker may not be responsible if the
prediction is wrong.

Saying that “teachers won’t be needed” makes education
sound too simple. Learning is nhot only about getting
information. Teachers also guide students, support them,
help them solve problems, and teach important social skills.

Finally, the dramatic language creates strong emotions. It
can make people feel shocked or afraid instead of thinking
carefully about the claim. This type of language is common in
clickbait, online hype, and advertisements for new
technology.
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"Experts are warning
against antibiotics”




Explanation of
manipulation

“Experts are warning
against antibiotics”

Using the word “experts” makes a message sound
trustworthy, but it never mentions who they are. Without
naming specific doctors, scientists, or hospitals, it is hard to
check if the information is actually true.

Leaving out key details can change the whole meaning of a
message. For example, claiming that experts are “warning
against antibiotics” is misleading. Doctors actually warn
people not to use antibiotics too often or for viral infections,
because they cannot kill viruses. Without this context,
helpful medical advice sounds like a total ban.

The word “warning” is used to make people feel afraid by
connecting a common medicine with danger. This can
make people panic instead of thinking calmly. This method
is often used to get more clicks, make people worried, or sell
health products that may not work.
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Explanation of
mahnipulation

“The Al Model Went Out Of
Control. and the Media is
Staying Dead Silent. Why?”

The phrase “went out of control” makes the story sound
more dramatic. It makes Al seem like a person who
decided to do something bad, even if it was only a
technical problem or a software error.

Saying “the media is staying dead silent” makes people
think there is a secret cover-up. It encourages conspiracy
theories and makes readers believe they have found
hidden information, even when the story is false.

Asking “Why?" is used to make people curious and keep
reading. It can push people to believe extreme or false
ideas and is often used to get more clicks, sell something,
or spread misinformation.
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EXAMPLE OF
DAIA
MANIPULATION

Academic

SWE-bench Verified Aider Polyglot
Software engineering Multi-language code editing

With thinking Without thinking £ With thinking

During a livestream, OpenAl presented charts to
show that GPT-5 performs better than older
models. The charts looked simple and clear, but
the numbers shown did not match the height of
the bars.



DEEPFAKE

EXAMPLE

— Post

MrBeast {3 = (oo

@MrBeast

Lots of people are getting this deepfake scam ad of me... are social
media platforms ready to handle the rise of Al deepfakes? This is a

serious problem

5:23 AM - Oct 3, 2025 - 34.3M Views

In this video, scammers used MrBeast’s popularity
to trick viewers. They used Al deepfakes to copy his
face and voice. They falsely said that he was giving
away many iPhone 15 Pro Max phones. The video
promised that anyone who clicked the link could
get a new phone for just $2.
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RED FLAGS @&

A red flag is a warning sign. Information with even one red flag should be
checked carefully, as additional flags further reduce its reliability.

\

7"';&

- .

4

4

m =N
4

4

4

4
P LOOK TWICE.

PN SHARE ONCE.

2
il
1

4




¢  LOOK TWICE.
SHARE ONCE.
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SOURCES TO
FACT-CHECK

: A simple search tool that
checks if a rumor s true or false. Just type in aclaim,
and it shows you the final verdict from experts.

: A great site to check viral memes, internet
myths, and fake news. It clearly explains if a story is
real, totally fake, or just a half-truth.

: A site that fact-checks politicians and
leaders. It rates their statementsona S|mple scale,
from completely true to a "Pants on Fire" lie.

: The biggest fact-checking site in Poland. It
focuses on checkmg local news, busting online lies, and
seeing if politicians are telling the truth.


https://toolbox.google.com/factcheck
https://www.snopes.com/
https://politifact.com/
https://demagog.org.pl/

SOURCES TO
CHECK
IMAGES

/ : A quick tool to search
using a picture instead of words. It finds matching
photos and older posts, helping you find old pictures
that are presented as hew or breaking news.

: A powerful tool that tracks down edited
pictures, even if they are filtered. Its "Sort by Oldest”
button helps you find exactly where and when an
image first appeared.

: A smart tool that helps you spot fake
or edited pictures. It highlights uneven quality,
making any photoshopped spots clearly glow or look

different in texture.



https://lens.google/
https://images.google.com/
https://www.tineye.com/
https://fotoforensics.com/

CHECK
VIDEOS

: A handy browser
extension that splits videos into still pictures so you
can easily search them online. It also includes tools
to check hidden data and a magnifier to zoom inon

tiny details like license plates.

: A smart tool designed to spot
deepfakes and Al-edited videos. It checks how the
face moves, the lighting, and if the lip movements

match the voice to show you exactly where and
when a video was digitally changed.

SOURCESTO



https://www.invid-project.eu/tools-and-services/invid-verification-plugin/
https://www.duckduckgoose.ai/

EDUCATIONAL
SOURCES

A helpful guide that explains how to verify
stories before they are published. It teaches
you the strict process of making sure every

detail in a text is completely true.

A detailed book that gives you the tools to fight
modern digital lies. It helps you investigate
and spot deepfakes, fake news campaigns,

and social media tricks.

A free online course that teaches the basics of
checking information. You can take it at your
own pace, making it a perfect starting point for
beginners.


https://thetijproject.ca/guide/introduction/
https://datajournalism.com/read/handbook/verification-3
https://datajournalism.com/read/handbook/verification-3
https://www.poynter.org/fact-checking-fundamentals/

CONCLUSION

Thank you for reading all the way through to.this'final
page!-We hope this toolkit provides you with.practical
skills to spot data manipulation, detect Al deepfakes, and
recognize misleading narratives online. By applying
lateral reading, spotting red flags, and using.dedicated
verification tools to trace evidence back to its original
source,'you can protect yourself from being deceived by
digital misinformation.

Keep these strategies inmind, stay critical, and
remember the golden’rule:

“Think critically,*verify.independently, share
responsmly.




SOURCES
USED

Page 7-8:“Polish Prime Minister Donald Tusk”
by gov.pl via wikimedia commons
Page9-10: “Dayton Webber, then 18, pictured at
a baseball game in 2016. In the years before his
arrest, he shared his experience playing sports
- and turning pro inone of them as a quadruple
amputee.” by Kevin Sullivan/Digital First
Media/Orange County Register via Geity
Ihages
Page 20: “Chart about ChatGPT-5 efficiency” by
OpenAl via FLOWING DATA
Page 30: Icon by Magnific



https://commons.wikimedia.org/wiki/File:Donald_Tusk_KPRM_HQ.jpg
https://www.gettyimages.com/detail/news-photo/dayton-webber-runs-to-steal-third-base-at-angel-stadium-on-news-photo/1032338184
https://www.gettyimages.com/detail/news-photo/dayton-webber-runs-to-steal-third-base-at-angel-stadium-on-news-photo/1032338184
https://flowingdata.com/2025/08/07/openai-botches-the-charts-in-gpt-5-introduction/
https://www.magnific.com/icon/tv_5230273
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